
Cyber Security
Unit - I

Dr. R. A. ROSELINE  M.Sc., M.Phil., Ph.D.,
Associate Professor and Head,
Post Graduate Department Of Computer Applications,
Government Arts College, Coimbatore – 18.



CYBER SECURITY [18 MCA 5 1 C]
SYLLABUS



CYBER SECURITY [18 MCA 5 1 C]
SYLLABUS



http://www.tutorialspoint.com/information_security_cyber_law/information_security_cyber_law_tutorial.pdf


Contents

a. What is information Security?

b. Common threats

a. Overview

b. Business Unit Responsibilities

c. Information Security Awareness Program

d. Information Security Program Infrastructure



Information Security



● The first and probably most important aspect of 
information security is the security policy.

● If information security were a person, the security 
policy would be the central nervous system.

● Policies become the core of information security 
that provides a structure and purpose for all other 
aspects of information security.
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i. Routers

ii. Firewalls

iii. Desktop operating system

iv. File server

v. Applications





Common Threats



● The information security triad shows the three 
primary goals of information security: integrity, 
confidentiality, and availability. When these three 
tenets are put together, our information will be well 
protected.

CIA Traid



1. Errors and Omissions



2. Fraud and Theft



MD5





3.Malicious Hackers







4.Malicious Code







5. Denial-of-Service Attacks



6.Social Engineering



a. The desire to be helpful. We have trained our employees well. Make sure the customer is satisfied. The best way to a 
good appraisal is to have good responses from those needing assistance. Most of our employees want to be helpful 
and this can lead to giving away too much information.

b. A tendency to trust people. Human nature is to actually trust others until they prove that they are not trustworthy. If 
someone tells us that he is a certain person, we usually accept that statement. We must train our employees to seek 
independent proof.





Common Types of Social Engineering











The Structure of an Information Security Program



1.Enterprise wide Security Program











Business Unit Responsibilities



Creation and Implementation of Policies 
and Standards





Compliance with Policies and Standards



Information Security Awareness Program



1. Frequency





2. Media



Information Security Program Infrastructure



Information Security Steering Committee



Assignment of Information Security Responsibilities



Senior Management







Information Security Management











Business Unit Managers









First Line Supervisors



Employees



Third Parties
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