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Discretionary access control
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User Access Management
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Account Authorization
•



o This process takes place in most types of access control technologies but has an increased role in access 

control that uses digital certificates. 

o This is due to the fact that the digital certificate must be generated and distributed to the end user; the 

process can be somewhat automated using a technology known as a registration authority.



Access Privilege Management
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Account Authentication Management
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• There are two primary approaches to single sign-on: script-based single sign-on and host-based single 

sign-on. 

• With script-based single sign-on, the user logs in to the primary network operating system and when this 

happens, the operating system runs a log-in program, often called a login script, that will authenticate the 

user to other systems on the network.



Disadvantage 
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Network sniffer 
•

• The second type of single sign-on implementation is much more commonly used than the script-based method 
mentioned previously. 

• This second type is known as host-based single sign-on because it uses a centralized authentication server or host.
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Spoofing Hardware
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Remote Access
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•

• Passwords
• PINs
• Passphrases

•

• Smart cards
• Magnetic cards
• Hardware tokens
• Software tokens
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• Fingerprints
• Retina patterns
• Hand geometry
• Palm prints

•
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IDS to IPS Migration
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Types of Encryption Algorithm
•

•

• There are also encryption machines. 

• Some are Enigma machines.

• It had numerous rotors and switches that were attached to a typewriter keyboard.
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BLOCK CHIPHER
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Block mode



Cipher block



Cipher Block



Stream cipher
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2.Potential Threats
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3.Attitude toward Risk
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Fire Prevention and Detection
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1.Fire Prevention
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2.Fire Detection
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3.Fire Fighting
•

•
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•A flooded system means that the pipes are 

full at all times, which allows the system to 

discharge immediately upon detection.

•A pre-action system will fill the sprinkler 

pipes upon an initial detection, but will delay 

discharging until a second detection criteria 

has been met. Chemical total flooding 

systems work by suffocating the fire within 

the controlled zone. 
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3.Choosing Services
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Intrusion Detection Systems
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1.Purpose
•
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2.Planning
•

• Surveillance

• Control

• Maintenance

• Training

•



3.Elements
•

• Elements to consider when installing an IDS include:

• Video surveillance

• Illumination

• Motion detection sensors

• Heat sensors

• Alarm systems for windows and doors

• “Break-glass” sensors (noise sensors that can detect the sound made by broken glass)

• Pressure sensors for floors and stairs



4.Procedures
•

•
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